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CliniSync Policy Manual 

The Ohio Health Information Partnership Board of Directors governs the CliniSync Health Information 

Exchange (HIE) and approves all changes to the CliniSync Policy Manual.  All entities participating in the 

CliniSync HIE are required to follow the policies contained in this manual. The policies provide baseline 

requirements for the CliniSync HIE and are the foundation for the development of additional procedures 

and implementation guides. The creation of new policies and changes to existing policies will be 

implemented following the process identified in the Scope Policy.  All employees and contractors of the 

Ohio Health Information Partnership will be required to comply with the HIPAA Policies and Procedures in 

addition to the CliniSync Policy Manual. 
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A. Definitions  

Background:  
The following definitions apply to the use of services offered by the CliniSync HIE.  
 
Policy:  
Any term that is defined in the HIPAA Privacy Regulations, 45 CFR §160.103, and included in this 
manual shall maintain the definition given to it in the regulation. The following terms are used 
throughout the CliniSync Policies and will have the definitions identified below.  
 

1. Affiliated Practitioner: A Practitioner employed by or under contract to a Participating 
Organization to provide health care services to the Participating Organization’s 
patients, a Practitioner on a Participating Organization’s formal medical staff or a 
Practitioner providing services to a Participating Organization’s patients in a cross-
coverage or on-call arrangement. 

2. Applicant User: An individual applying to become an Authorized User of CliniSync.  A 
Participating Organization. 

3. Authorized User: includes any employee, contractor or medical staff member of a 
Participating Organization or any of its Affiliated Practitioners authorized by the 
Participating Organization to access and use CliniSync under this Agreement. 

4. Audit Log: A record of the information from successful and unsuccessful queries of 
the HIE. The specific components of the audit log are identified in Section F. CliniSync 
Audit Policy. 

5. Break the Glass: The ability of an Authorized User to query a patient’s Protected 
Health Information without a previously established treatment relationship as 
identified in Section 5.2 of the CliniSync Consent Policy. 

6. Business Associate Agreement:  A written signed agreement meeting the HIPAA 
requirements of 45 CFR §160.103. 

7. Covered Entity: Shall have the meaning set forth at 45 CFR §160.103 of the HIPAA 
privacy rule. 

8. CliniSync Advisory Council: Advisory Board created by the Ohio Health Information 
Partnership composed of at least one Long Term Care Organization, Lab, Behavioral 
Health Agency and regional representation from Participating Organizations. 

9. CliniSync (also CliniSync HIE):  The statewide Health Information Exchange (HIE) run by 
the Ohio Health Information Partnership. 

10. CliniSync Vendor: The vendor(s) selected by the Ohio Health Information Partnership 
to provide technical HIE services. 

OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject: Definitions 

Date of Board Approval: February 22, 2013 

Applicable Services: Directed and Query Based Exchange 
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11. Health Care Provider: A professional health care provider licensed by the state to 
provide health care services or otherwise authorized by the state to provide health 
care services.  

12. Directed Exchange: The ability for an Authorized User to initiate a transmission of 
Health Information to another user through the HIE (e.g., lab result). This technology 
is transaction-based and functions to automate the current paper process of mailing 
or faxing a result, discharge summary or other type of patient record.   

13. Health Care Operations: Shall have the meaning set forth at 45 CFR §164.501 of the 
HIPAA privacy rule. 

14. Health Information Exchange (HIE):  "Health information exchange" means any person 
or governmental entity that provides a technical infrastructure to connect computer 
systems or other electronic devices used by covered entities to facilitate the secure 
transmission of health information.  

15. Health Information Exchange Consent (HIE Consent): An individual’s consent to allow 
their health records to be shared through the HIE.  

16. Health Plan:  Shall have the meaning set forth at 45 CFR §164.103 of the HIPAA 
privacy rule. 

17. HIPAA:The standards for privacy of individually identifiable health information and the 
security standards for the protection of electronic protected health information (45 
CFR Parts 160,162 and 164) set forth by the U.S. Department of Health and Human 
Services under the “Health Insurance Portability and Accountability Act of 1996,” as 
amended by HITECH, as in effect on the date of this Agreement and as may be 
amended, modified or renumbered.  

18. HIPAA Policies and Procedures: The policies and procedures adopted by the Ohio 
Health Information Partnership to protect the privacy and security of PHI accessed by 
its workforce. 

19. HITECH: The “Health Information Technology for Economic and Clinical Health Act of 
2009” (part of the American Recovery and Reinvestment Act of 2009(ARRA)), and any 
of its implementing regulations. 

20. Hybrid Entity: Shall have the meaning set forth at 45 CFR §164.504(a) of the HIPAA 
privacy rule. 

21. Limited Participating Organizations: Organizations, which may or may not be Covered 
Entities that are approved by Partnership Staff to have limited use of the CliniSync HIE 
Services through the use of the CliniSync Referral Tool only. Limited Participating 
Organizations are considered “Participants” for this limited access, and are subject to 
various policies as “Participants” but are not otherwise permitted to use or access the 
CliniSync HIE Services. Limited Participating Organizations must abide by the “Limited 
Participating Organizations Policy.” 

22. Master Patient Index (MPI):  A database that maintains a unique index (or identifier) 
for every patient registered at a Participating Organization.  

23. NwHIN:  The nationwide health information network (NwHIN) is a set of standards, 
services and policies that enable secure health information exchange over the 
Internet. The network will provide a foundation for the exchange of health 
information across diverse entities, within communities and across the country, 
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helping to achieve the goals of the HITECH Act. More information can be found on 
the U.S. Department of Health & Human Services website. 

24. Participant Agreement: The agreement made by and between CliniSync and each of 
Participating Organization, which sets forth the terms and conditions covering the 
operation of CliniSync and the rights and responsibilities of the Participants and 
CliniSync.  

25. Participating Organization (also Participant):  An organization that has entered into a 
Participation Agreement with CliniSync.  A Participating Organization must be a 
Covered Entity as defined by HIPAA.   

26. The Partnership: The Ohio Health Information Partnership. 
27. PHI: See Protected Health Information. 
28. Practitioner: An individual licensed in the United States to practice medicine.  
29. Protected Health Information (PHI):  Shall have the same meanings as set forth in 45 

CFR §160.103. 
30. Query: Action by an Authorized User who has an established treatment relationship 

with a patient searching for clinical information for that patient that is available 
through CliniSync.   

31. Research and Recommendations for Patient Consent Policies for Ohio’s Statewide 
Health information Exchange: A document produced by CliniSync’s Privacy and Policy 
Committee that provides background on Health Information Exchange, research of 
the legal requirements for the exchange of PHI in Ohio and recommendations for this 
policy manual. The document is available online at www.clinisync.org. 

32. Restricted Health Information: Categories of health information that have special 
protections per state or federal law and/or subject to more stringent policies when 
exchanging through CliniSync.   

33. Treatment:  Shall have the meaning set forth at 45 CFR §164.501 of the HIPAA privacy 

rule. 

http://healthit.hhs.gov/portal/server.pt?open=512&objID=1142&parentname=CommunityPage&parentid=1&mode=2&in_hi_userid=10741&cached=true
http://www.clinisync.org/
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B. Scope Policy  

Background:  

This policy explains the scope of the CliniSync Policy Manual. The Partnership will implement a 

range of policy and technical safeguards to protect and facilitate the exchange of protected 

health information on the CliniSync HIE. This policy identifies entities that are required to abide 

by the CliniSync Policy Manual and the process to amend these policies. 

Policy:  

1. Entities covered by the Policies and Procedures 

The Partnership, in its sole discretion, shall define and distribute minimum mandatory policies to 

maintain the privacy, security, confidentiality, integrity and availability of CliniSync. The policies 

apply to following groups: 

a) The Partnership and its Employees; 

b) CliniSync Vendor(s); and 

c) Participating Organizations, including their Authorized Users. 

The Partnership will provide written procedures and implementation guidance for Participating 

Organizations. 

Failure to comply with CliniSync Policies may result in sanctions against the non-compliant 

Participating Organization or Person.  These sanctions are identified in the Participant 

Agreement signed by Participating Organizations and in Policy K. Violation/Breach of CliniSync 

Policies. 

2. Information disclosure 

The CliniSync HIE is only to serve as an intermediary among Participating Organizations for 

exchange of information for treatment, payment and health care operations. The Partnership 

will not disclose PHI for any reason except as required by law or as otherwise expressly 

permitted by a Participant in the Business Associate Agreement. 

OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject: Scope 

Date of Board Approval:   February 22, 2013 

Applicable Services:  Directed and Query Based Exchange 
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3. Process for Amending the Policies and Procedures 

The Policy Manual is subject to an annual amendment process in which proposed changes will be 

solicited, evaluated and implemented as appropriate through a policy amendment process 

recommended by the Partnership staff and approved by the Board of Directors. 

4. Accounting for discrepancies between the Participant Agreement and Policy Manual 

If a discrepancy exists between the Participant Agreement and the Policy Manual, the terms of 

the Participant Agreement supersede the Policy Manual. 
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C. Participant Requirements Policy  

Background:  

This policy identifies general requirements for all organizations that wish to use the CliniSync HIE.  

Policy: 

1. Executed Documents Required For Participation 

A Participating Organization will be required to execute a Participant Agreement, which includes 

the following documents. 

a) The CliniSync Business Associate Agreement 

b) Applicable End User License Agreement 

c) CliniSync Service Selection Form (Physicians Only) 

The above listed documents will outline the obligations required of Participating Organizations if 

they choose to exchange data using the CliniSync HIE and are not subject to negotiation. 

Procedures and implementation guidance will be produced by the Partnership staff and 

disseminated to Participating Organizations during the provisioning phase.   

2. CliniSync Policies 

The Ohio Health Information Partnership and each Participating Organization will comply with 

this Policy Manual in its entirety. If the CliniSync Policies are amended, reasonable efforts to 

notify will be submitted to each Participating Organization. Each Participating Organization is 

responsible for ensuring it is in possession of and in compliance with the most recent CliniSync 

Policy Manual. The Policy Manual and additional procedural documentation will be available on 

the CliniSync website operated by The Partnership.  

3. Participating Organization Policies 

Each Participating Organization must, at all times, comply with all applicable federal and state 

laws and regulations including, but not limited to, those protecting the confidentiality and 

security of PHI and those establishing individual privacy rights. Participating Organizations are 

OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject: Participant Requirements 

Date of Board Approval:   February 22, 2013 

Applicable Services:  Directed and Query Based Exchange 
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also required to comply with updates to interpretations of such law and regulations. 

Participating Organizations must be aware of the provisions of certain state laws that are more 

stringent than, and not preempted by, the HIPAA Privacy and Security Regulations. For a 

summary of Ohio law as of 2010 that pertains to Patient Confidentiality and Physician-Patient 

Privilege, please see Appendix D of the document Research and Recommendations for Patient 

Consent Policies for Ohio’s Statewide Health Information Exchange, available at 

www.clinisync.org. 

4. Hybrid Entities 

A Participating Organization may have an operational unit that acts as a Covered Entity as 

defined by HIPAA and an operational unit that does not have Covered Entity status.  In these 

cases the operational unit that is considered a Covered Entity may participate in the CliniSync 

HIE but the non-Covered Entity may not.  The organizational unit that is a Covered Entity and 

uses the information cannot share any information obtained through CliniSync with the 

organizational unit that is not a Covered Entity as defined by HIPAA.    

5. Privacy Officer 

In accordance with HIPAA, all Covered Entities must have an identified Privacy Officer. CliniSync 

may sponsor supplemental privacy and security trainings for all interested users.  

6. Site Administrator 

All Participating Organizations are required to have a Site Administrator. The Site Administrator 

may or may not be the organization’s Privacy Officer.  The Site Administrator is responsible for 

performing duties related to user authentication, determining user’s role based authorization, 

and notifying CliniSync in instances of improper use as defined by CliniSync policy. The Site 

Administrator will be the main point of contact between the Partnership and the Participating 

Organization.  

 

http://www.clinisync.org/


 

CliniSync Policy Manual (Approved 12/11/15)  Page 10 of 65 

D. Patient Consent Policy  

Background:  

This policy outlines the consent requirements for the query of an individual’s PHI using the 

CliniSync HIE. There are no consent requirements required by the Partnership to use CliniSync 

for the Directed Exchange of PHI. Directed Exchange assumes that both the sender and the 

receiver have the appropriate authority and consent to share the information in question.  It 

assumes that the sender is sending the information in order to coordinate the care of a patient 

with whom they have a treatment relationship.  For example, when a Health Care Provider sends 

a summary of a care episode to a referring Health Care Provider, they are using Directed 

Exchange to transfer PHI.  The same is true when a lab delivers a result to the Health Care 

Provider who ordered it.  It is implied in the fact that the Health Care Provider ordered the result 

that he should have the right to view the results to treat his/her patient.   

The Office of the National Coordinator for Health IT released the Connecting Health and Care for 

the Nation, A Shared Nationwide Interoperability Roadmap, FINAL Version 1.0.  In the Roadmap 

the ONC’s position on consent for exchange through an HIE is evolving in part due to the need to 

coordinate with the diverse state laws on this issue throughout the country.  However, the ONC 

notes that under federal law PHI can be shared for treatment, payment and health care 

operations, stating:  

“The HIPAA Privacy Rule generally permits the use or disclosure of PHI for limited specific 

purposes (such as treatment, payment and health care operations – often referred to as 

TPO) without an individual’s permission.  HIPAA Rules support electronic exchange of 

health information in an automatic way, with rules that run “in the background.” This 

ensures our nationwide care delivery system continues to function. “1 

In June 11, 2012, the Governor of Ohio signed into law the mid-biennium review (“MBR”) 

legislation, H.B. 487. Within the MBR is a new chapter of the Ohio Revised Code governing health 

                                                      
1 https://www.healthit.gov/sites/default/files/hie-interoperability/nationwide-interoperability-roadmap-final-

version-1.0.pdf 

OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject: Patient Consent Policy  

Date of Board Approval:  February 22, 2013 

Applicable Services: Query Based Exchange 
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information exchanges (“HIEs”) in Ohio. The purpose of the new law, as stated in Chapter 

3798.02 is: "to make the laws of this state governing the use and disclosure of protected health 

information by covered entities consistent with, but generally not more stringent than, the 

HIPAA privacy rule for the purpose of eliminating barriers to the adoption and use of electronic 

health records and health information exchanges.” The new law requires the Ohio Department 

of Jobs and Family Services (“ODJFS”) to promulgate future related rules including “the content 

required of written notice to patients that PHI will be disclosed to an HIE” and “a standard 

patient authorization form permitting disclosure”.  CliniSync will monitor the future rules 

adopted by ODJFS to align this and other CliniSync policies accordingly. 

Policy: 

1. General 

A Participating Organization will comply with all applicable federal and state laws and regulations 

including, but not limited to, those protecting the confidentiality and security of PHI and 

establishing individual privacy rights. All Participating Organizations will comply with changes or 

updates to interpretations of such laws to ensure compliance.  

If Query has been enabled at a Participating Organization, the Participating Organization must 

provide notice to patients and have a process to allow patients to choose not to participate, or 

opt out, as described in Section 6 below.    Any information accessed by a Participating 

Organization through Query may remain part of the Participating Organization’s records. 

2. Consent Policies for Interstate Exchange 

The consent policies set forth in this manual are the minimum policies required for exchange 

between the CliniSync HIE and those of other states. Other states may choose to implement less 

stringent policies for health information exchange within their state, but if their participants 

desire to exchange information with the CliniSync HIE, they shall comply with the Partnership’s 

HIE Consent policy.  

3. Consent Status 

There are three different consent statuses available in the CliniSync System.  The consent status 

affects an Authorized User’s ability to query the CliniSync system.  The different consent statuses 

are listed in sections 3.1-3.3.  

3.1 Opted In by Default 
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A patient’s consent status is set as opted in by default when they are first entered in the 

system, and may remain with this status unless the patient explicitly notifies either a 

participating organization or the Partnership of their desire to opt out of HIE. 

3.2 Explicitly Opted In 

A patient who has been given a chance to choose to have their information available in 

the CliniSync HIE and has affirmed that they would like to be included has a status of 

explicitly opted in.  

3.3 Explicitly Opted Out 

A patient who has been given a chance to choose to have their information available in 

CliniSync and has decided not to be included has a status of explicitly opted out. 

4. Treatment Relationship  

The CliniSync HIE technically monitors whether a Health Care Provider has a treatment 

relationship with a patient on whom they are searching or querying for information. Participating 

Organizations with a treating relationship for that patient may access the patient’s information 

unless the patient has Explicitly Opted Out. A treatment relationship for purposes of accessing 

patient information is established in one of the following ways.  

a) A Health Care Provider who is identified within a result or report message as the 

Ordering, Attending, Admitting, Consulting, Main Result Interpreter or Transcriptionist.   

b) During the hospital registration, process the patient indicates their current treating 

Health Care Providers.   

c) A Health Care Provider manually creates a relationship with a patient under their care 

manually within the CliniSync HIE.   

d) A Health Care Provider creates a relationship within the Health Care Provider’s 

electronic medical record. 

5. Health Plan Enrollment Relationship 

The CliniSync HIE confirms that a Health Plan has an enrollment relationship with a patient prior 

to sending the health plan information via directed exchange. An enrollment relationship must be 

established prior to a Health Plan using the CliniSync HIE for directed exchange.  This is based on 

self-identification of health insurance by the patient.   Clinical Protected Health Information will 

only be available to health plans from Participating Organizations who have executed an 

addendum permitting this release of this information.   
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6. Requirement to Provide Notice that a Participating Organization participates in Query-Based 

Exchange through an HIE 

Participating Organizations who have enabled query are required to provide notice to patients of 

their participation in HIE and a process to opt out.   

6.1 Notice provided by Participating Organization 

 Each Query enabled Participating Organization must have an effective method to notify 

every patient for whom data is accessed of the Participating Organization’s participation 

in the CliniSync Health Information Exchange.  

This may be done by including the following components in the Participating 

Organization’s Notice of Privacy Practices or other written notice that is presented to 

patients.  

a)  The fact that the Participating Organization participates in a Health 

Information Exchange where the patient’s information can be shared and 

accessed. 

b) Acknowledgement that the patient may opt out at any time and a description 

of the process of how to opt out. 

Participating Organizations may also wish to include (but are not required to include) in 

this notice additional information such as (1) identifying CliniSync by name as an HIE in 

which the Participating Organization participates or (2) an explanation that opting out 

may result in medical information not being available through query even in an 

emergency. 

 

7. Opting Out 

A patient shall be entitled to opt out of Query searches and exchanges by providing written 

notice to any Participating Organization with whom he or she has a provider/patient relationship. 

A Participating Organization is required to change the patient’s consent status in the CliniSync 

system as soon as reasonably possible and no later than three business days of receipt of 

request. A patient may also contact the Partnership directly to change their consent status.  If a 

patient has a consent status of Explicitly Opted Out (see Section 3.3 above) a Participating 

Organization cannot access that patient’s information, even when the Participating Organization 

is a treating provider and even in the event of an emergency condition.   
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There are four ways a Participating Organization can execute a patient’s decision to opt out.  

They are listed below. 

1. The Participating Organization sends CliniSync a flag in their ADT message. 

2. Participating Organization staff is trained on CliniSync Consent tool and logs in 

and changes consent status. 

3. The Participating Organization sends CliniSync a support ticket requesting the 

patient be opted out. 

4. The patient contacts CliniSync directly and completes and notarizes form available 

on website. 

8. Minors 

The CliniSync HIE contains minor PHI.   It is the responsibility of the Participating Organization to 

ensure that a minor’s consent is collected in a manner that is compliant with state and federal 

law.  It is the responsibility of the Authorized User who accesses a minor’s information from the 

HIE to be aware that a minor’s information may be controlled by the minor and not his or her 

parent.  

9. Exceptions to Consent status 

The following activities are not impacted by consent status. Patient information may be used for 

the following activities regardless of consent.  

9.1 Public Health  

If the Participating Organization is required to disclose a patient’s record to a government 

agency for purposes of public health reporting, the Partnership may make those 

disclosures through the CliniSync HIE on behalf of the Participating Organization 

regardless of consent status. This may occur under applicable state and federal laws and 

regulations. 

These disclosures may include, but are not limited to: monitoring disease trends, 

conducting outbreak investigations, responding to public health emergencies.  

9.2 Other Reporting as Required by Law 

Other reporting required by state and federal law or as required by court order may be 

required regardless of consent status.  
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9.3 Master Patient Index 

CliniSync may create a Master Patient Index regardless of consents status. 

10. Compliance with Existing Law 

All access to PHI via the CliniSync HIE shall be consistent with applicable federal, state and local 

laws and regulations. If applicable law requires that certain documentation exist or that other 

conditions be met prior to accessing PHI for a particular purpose, Participating Organizations 

shall ensure that they have obtained the required documentation or met the requisite 

conditions.  

11. Restricted Health Information 

Restricted Health Information includes information with special protections per state or federal 

law.  This type of information will not be available for query through CliniSync.  A summary of 

information classified as Restricted Health information is included in Policy L: Exchange of 

Restricted Health Information.  Restricted Health Information shared by patients with their 

Health Care Providers and included in progress notes may become part of that Health Care 

Provider’s medical record and available for query.    

12. Treatment and Coverage Not Conditioned on Consent 

Participating Organizations must not condition treatment or coverage on the patient’s 

willingness to provide access to the patient’s information through CliniSync.  
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E. Permitted Use Policy 

Background:  

The Permitted Use Policy will govern the purpose for which a patient’s information may be 

retrieved by an Authorized User within a Participating Organization. This policy, when coupled 

with the Patient Consent policy, is designed to reduce unauthorized access and ensure that PHI 

is used only for authorized purposes.   

Policy 

1. Permitted Use  

This section sets forth minimum standards that the Partnership and its Participating 

Organizations must follow to ensure that the information provided, accessed, made available, or 

otherwise processed through or by CliniSync (Data) is used only for permitted purposes.  

Consequences for violation of this policy and any other policy are included in Policy K. 

Violation/Breach of CliniSync Policies or Participant Agreement.  

2. Permitted Use of Data by the Partnership 

The Partnership employees and their contractors are required to comply with the Ohio Health 

Information Partnership HIPAA Policy and Procedures.  The Partnership staff will limit their use of 

Data, and will require its contractors and agents to limit their use of Data, to those permitted 

uses outlined in the Participant Agreement, the CliniSync Policies and Procedures, and applicable 

laws. Specifically, the use of Data by the Partnership is limited to: 

1. Access as required to operate and provide health information exchange 

services and/or otherwise permit Authorized Users to access Data through 

CliniSync or the NwHIN. 

2. Other access in compliance with applicable laws. 

2.1 Aggregate Data   

Any disclosure by the Partnership of Data for reasons other than the permitted uses 

described above will be limited to aggregated Data, de-identified in accordance with 

OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject: Permitted Use and Breach of Permitted Use Policy 

Date of Board Approval:   February 22, 2013 

Applicable Services:  Directed and Query Based Exchange 
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HIPAA, except as may be required by applicable laws. The Partnership will not, without 

the prior written consent of a Participating Organization, disclose to any third party that 

any given Data contained within the aggregated Data originated from such Participating 

Organization, or included the identity of such Participating Organization within the 

aggregated Data.  

3. Permitted Use of Data by Health Care Providers who are Participating Organizations  

Participating Organizations will limit their use of Data to those permitted uses outlined in the 

Participant Agreement, the CliniSync Policies, and in compliance with applicable laws.  

Specifically, without limiting the foregoing, the Participant Agreement limits the use of Data by 

Participating Organizations to uses in support of the Participating Organization’s treatment of 

their own patients, payment for their health care services, and other uses as permitted by law 

and public health reporting. 

4. Permitted Use of Data by Health Plans who are Participating Organizations 

A Health Plan will only have access to clinical Data from Participating Organizations who have 

signed an addendum to the Participant Agreement that permits their data to be sent to Health 

Plans.  A Health Plan is only permitted to use Data in accordance with HIPAA for payment and its 

own health care operations, as defined by HIPAA, so long as the Participant has or has had a 

relationship with the individual who is the subject of the information received, and the 

Participant uses the information only for quality assessment and improvement activities, 

including care coordination, or other purpose listed in paragraph 1 or 2 of the definition of 

health care operations in 45 CFR 164.501. For payment and health care operations purposes, a 

Health Plan shall use the minimum amount of Data necessary to accomplish their purpose. The 

Health Plan will only receive clinical Data from Health Care provider Participants who 

contractually agree to disclose to health plan participants. The Health Plan is not permitted to 

use the Data to deny insurance coverage or benefits to any individual.  A Health Plan may receive 

non clinical Data through CliniSync Notification Services as provided in, and limited by, the 

Notification Services in the CliniSync Health Plan Policy Manual. 

5. Expressly Prohibited Uses of Participating Organizations 

A Participating Organization may not access or use PHI or any proprietary information held by 

another Participating Organization to compare patient volumes, practice patterns, or make any 

other comparison, without that other Participating Organization’s written approval.  The 

Partnership shall not have access to use any Participating Organization’s PHI on CliniSync unless 

expressly approved in writing by a Participating Organization and with any required patient 

authorizations. Other uses of PHI (including but not limited to the CliniSync vendor reselling de-
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identified data) are expressly prohibited under this policy without prior written approval from 

the Partnership and any Participating Organization whose data would be involved.  

Unless approved in writing by the Partnership, Participating Organizations shall not utilize 

CliniSync to obtain the information of multiple people using a single automated process (e.g., 

batch processing, automated scripts, etc.).  Without limitation to the foregoing, Participating 

Organizations may not utilize CliniSync in any manner that imposes an unusual data processing 

burden such that the efficient use of CliniSync by other Participating Organizations is impeded.
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F. Audit Policy 

Background 

This policy outlines the Audit requirements for the Partnership and Participating Organizations.  

Audits are useful oversight tools for recording and examining access to information and are 

necessary for verifying compliance with access controls. The goal of this policy is to prevent/limit 

inappropriate access to restricted information and to ensure that parties are adhering to policies 

and procedures required by CliniSync, state and federal law. 

Policy 

1. Information Required in Audit Log 

An electronic Audit Log will be maintained by the CliniSync Vendor. These Audit Logs shall, at a 

minimum, include the following information: 

[For successful queries:] 

a) Identity of the patient whose information was accessed; 

b) Identity of the Authorized User accessing the information; if the query is generated 

directly from an EMR for a Participating Organization the Authorized User Audit will be 

maintained by the Participating Organization.  

c) Identity of the Authorized User’s Participating Organization; 

d) Location (internet address) from where the information or record was accessed if 

accessed from web portal; 

e) Type of information or record accessed (e.g., pharmacy data, laboratory data, etc.); 

f) Date and time of access (time must be recorded to millisecond accuracy); and 

g) Source or location where the information is stored. 

[For unsuccessful queries:] 

OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject: Audit Policy 

Date of Board Approval: February 22, 2013 

Applicable Services: Query Based Exchange 
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a) Location (internet address) from where the unsuccessful access was attempted; 

b) Date and time of unsuccessful access (time must be recorded to millisecond accuracy) 

CliniSync may request from the CliniSync Vendor, at any time, an extract of various records from 

the Audit Log for various purposes including, but not limited to, verification of compliance with 

CliniSync policies, state and federal law, and release to authorized groups or individuals.  

2. Immutability of Audit Log 

Audit Logs shall be immutable. An immutable Audit Log requires either that log information 

cannot be altered by anyone regardless of access privilege or that any alterations are tamper 

evident. The CliniSync Vendor will, upon request, supply sufficient technical information to 

CliniSync to verify the integrity of the log and compliance with this requirement. 

3. Retention of Audit Log 

Audit Logs shall be retained for a period commensurate with the time period required by HIPAA 

and CliniSync. 

4. CliniSync Audit of Participating Organizations 

CliniSync will conduct periodic audits of the Audit Logs to ensure that all Participating 

Organizations are in compliance with the policies of CliniSync. 

At a minimum, CliniSync shall audit the following: 

a) Compliance with Policy D: Patient Consent;  

b) Authorized Users who access information via CliniSync do so for Authorized Purposes, 

and  

c) Role-based Authorizations are in place.  

The activities of all or a statistically significant subset of CliniSync’s Participating Organizations 

and their users shall be audited.  These periodic audits of Participating Organizations shall be 

conducted at least on an annual basis. 

5. Notice of Irregularities 

Upon discovery of compliance irregularities during an audit, actions will be taken in accordance 

with the CliniSync Permitted Use and Breach Policy.  

6. Participating Organization HIPAA Security Compliance 
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The Partnership will assist Participating Organizations with any HIPAA Security compliance 

processes required by a Participating Organization related to transfer of data through ClinicSync.  

The Partnership’s HIPAA Policies and Procedures are available to Participating Organizations on 

request. Each Participating Organization is solely responsible for its compliance with the HIPAA 

privacy and security regulations. 
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G. Authorization Policy 

Background:   

Authorization is the process of determining whether a particular individual within a Participating 

Organization has the right to access CliniSync and to what information within the system they 

have access. Individual authorization will be determined by an individual’s job function and 

scope. The job’s function dictates the actions and outcomes required to perform the job and the 

job’s scope identifies the information that is needed to complete the function. This type of 

authorization is also called role-based authorization. Furthermore, the currency and accuracy of 

user identification must be maintained to ensure that permissions are correctly set. 

Policy:  

1. Minimum Requirements 

This policy sets forth the minimum requirements for the authorization of users, and is designed 

to limit exchange of information to the minimum necessary for accomplishing the intended 

purpose of the exchange. To ensure that patients have the utmost confidence in the privacy of 

their PHI as it moves through CliniSync, it is imperative that an individual’s authorization does 

not exceed the level required to successfully perform their job. 

2. User Requirements 

All users that a Participating Organization grants access to query the CliniSync must abide by the 

following: 

a) Each user has received or will receive training regarding the confidentiality of PHI under 

the HIPAA Privacy and Security Regulation and all other applicable federal and state 

laws and has signed a statement indicating awareness that they are obligated to 

protect PHI in compliance with these laws and CliniSync Policies; 

b) Authorized Users may access the HIE only for purposes identified in the Participant 

Agreement signed by an individual’s organization; 

OHIO HEALTH INFORMATION PARTNERSHIP 

HIE POLICY 

Subject: Authorization  

Date of Board Approval:   February 22, 2013 

Applicable Services: Directed and Query Based Exchange 
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c) Authorized Users are obligated to keep confidential any passwords or other means for 

accessing the HIE and not to release them to any other individual. 

3. Health Plan User Requirements 

Health Plans may only grant employees of their organization access to CliniSync.   

4. User Roles and Permissions 

The CliniSync Vendor has a defined number of roles that can be assigned to Authorized Users.  

The list of system permissions needed to perform a given role is termed the “access profile.”  

The CliniSync Vendor will supply a template of the access profiles for each role.  Participating 

Organizations will add their users to the predefined templates provided by CliniSync as part of 

the provisioning process.  Additional roles may be created depending on requirements of use 

cases.  

5. Minimum Necessary Rule 

Access profiles comply with the Minimum Necessary Rule pursuant to a Business Associate 

Agreement in accordance with HIPAA and are used to limit electronic access to PHI.  

6. User Awareness of System / Information Access by Role 

Participating Organizations will be responsible for specifying how job descriptions map to 

defined CliniSync User Roles. The Participating Organization is responsible for including 

information regarding access levels in training materials to assure that each user is aware of 

what system functions will be available and what information is permitted to be seen and used in 

their specific role/s. Users will also be made aware of access control policies and procedures, as 

well as system audit practices. The user is responsible for constraining their activities to the 

permission level granted by user role, organizational affiliation and patient authorization and 

reporting any discrepancies to the CliniSync Security Administrator. Any attempt to circumvent 

access restrictions will be viewed as a breach of security.  

7. Modification/Termination of Access 

If a user no longer requires system access, changes their role in the Participating Organization, or 

if system use audits demonstrate protracted inactivity or unauthorized activity in specific user 

accounts, modification or termination of access privileges will be processed by CliniSync as soon 

as possible and coordinated with the appropriate entities.  



 

CliniSync Policy Manual (Approved 12/11/15)  Page 24 of 65 

8. Review of Roles and Permissions Matrix 

The user roles and permission matrix used to implement user access permission profiles will be 

reviewed and revised by the Participating Organization when a new role is created, when a role 

changes significantly, or when experience shows a need to make a modification. The 

Participating Organization will also ensure that the roles and permission matrix is reviewed at 

least annually to determine if the access granted to the various roles continues to be valid based 

on then-current business practices. All reviews will be documented and signed by an individual 

within the Participating Organization responsible for security of computerized data systems. 
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H. Authentication Policy 

Background:   

Authentication is the process of verifying that the individual requesting access to CliniSync is 

authorized to utilize CliniSync. This is accomplished both by technical and procedural means. The 

policies in this section represent an important safeguard for protecting patient information from 

internal and external risks and are designed to prevent, as far as possible, unauthorized access to 

the CliniSync system.  

Policy:  

1. General Policy 

Each Participating Organization shall confirm each Applicant User’s identity prior to that 

Applicant User obtaining access to CliniSync. The Participating Organization’s confirmation of the 

Applicant User’s identity will serve as an attestation that the Applicant User is both known to the 

Participating Organization and serves in a capacity which would allow access to CliniSync. 

2. Minimum Authentication Required  

Each Authorized User within a Participating Organization shall positively identify his or herself 

using, at a minimum, a unique user name and private password. The user name and initial 

password will be provided by CliniSync, or by a body otherwise identified in the Participant 

Agreement. While the Authorized User will have the ability to change the password, the user 

name will not be changeable. 

Organizations are free to use more secure means of authentication (i.e., multi-factor 

authentication) to further protect against unauthorized access to the Organization’s systems and 

CliniSync. 

3. Site Administration 

Each Participating Organization will name a Site Administrator, who may or may not be the 

Participating Organization’s Privacy Officer under HIPAA rules. The identity and contact 

information of the Site Administrator will be registered with CliniSync. The Site Administrator is 

responsible for assuring the following: 

OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject: Authentication 

Date of CliniSync Approval:   February 22, 2013 

Applicable Services:  Directed and Query-Based Exchange 



 

CliniSync Policy Manual (Approved 12/11/15)  Page 26 of 65 

a) Information provided to establish the identity of an Authorized Users is valid and 

accurate; 

b) Authorized Users’ professional credentials are current and valid; and 

c) Assignment of Authorized Users’ CliniSync roles is appropriate to users’ job duties. 

Designated users will be assigned permission to use CliniSync at the recommendation of the 

Participating Organization’s Site Administrator.  

4. Notification of Improper Use 

The Site Administrator is responsible for immediately notifying CliniSync upon receiving 

knowledge of any improper activity, including misuse of authentication credentials, by an 

Affiliated User that could subject the Participating Organization, its patients or other CliniSync 

stakeholders to risk or harm.  



 

CliniSync Policy Manual (Approved 12/11/15)  Page 27 of 65 

I. Patient Information Request Policy 

Background:  

Policy:  

1. Release of Audit Logs to Patients 

The Participating Organization shall provide patients, upon request, the Audit Logs pertaining to 

requests for their information. 

The requested Audit Logs will contain, at a minimum, the following: 

a) The name and role (e.g., physician) of each Authorized User from the Participating 

Organization who accessed a patient’s Protected Health Information in the prior 6-year 

period; 

b) The time and date of such access; and 

c) The type of Protected Health Information or record that was accessed (e.g., clinical 

data, laboratory data, etc.). 

2. Frequency of Release 

The Participating Organization shall adopt policies pertaining to how often and at what charge a 

patient request for an Audit Log is fulfilled.  All Participating Organizations policies related to 

patient request for an Audit Log must comply with state and federal law.   

 

OHIO HEALTH INFORMATION PARTNERSHIP 
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J. Security Policy 

Background:  

The CliniSync Security Policy ensures that Participating Organizations observe all required privacy 

and security laws and regulations regarding securing PHI and the electronic PHI that is 

transmitted, received, maintained or stored in any form.  

Policy:  

1. General Policy 

To ensure end-to-end security of information flowing through the CliniSync exchange, all 

Participating Organizations are required to confirm that they are HIPAA and HITECH compliant 

and specifically that they have met or exceeded all HIPAA Security obligations. This will ensure 

that Participating Organizations’ individually identifiable health information is protected with 

reasonable administrative, technical, and physical safeguards to ensure its confidentiality, 

integrity, and availability and to prevent unauthorized or inappropriate access, use, or disclosure.  

2. Physical Environment 

Participants shall maintain a secure environment for CliniSync-related infrastructure, services, 

and data to support the secure and reliable operation and continued development of the 

CliniSync HIE, including implementing and enforcing appropriate administrative, physical, and 

technical safeguards to protect the confidentiality, integrity, and availability of all data accessed 

through CliniSync. 

3. Security Controls 

Participants shall employ security controls that meet applicable industry and Federal standards 

so that the information and data being transmitted shall not introduce any viruses, worms, 

unauthorized cookies, Trojans, malicious software, or “malware.” In the absence of applicable 

industry standards, each Participant shall use all commercially reasonable efforts to comply with 

the requirements of this policy. 

OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject: Security 

Date of OHIP Approval:   February 22, 2013 
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4. Security Policies 

Participants shall collaborate with CliniSync to develop security policies and to amend, repeal, or 

replace provisions as necessary to support the secure operation and continued development of 

CliniSync. 

5. Security Reviews 

A Participating Organization shall conduct periodic reviews, not less than once in a calendar year, 

of Participating Organization’s internal security (for example, logs, access reports, and incident 

tracking), and make results of such review available to CliniSync. 
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K. Sanctions for Violation/Breach of Permitted Use 

This Policy is designed to hold violators accountable for violations of the CliniSync Policy Manual 

or Participant Agreement, to assure all Participating Organizations and patients of the 

Partnership’s commitment to assure only permitted use of Data, and to mitigate the harm that 

any policy violation may cause.  

Policy 

1. Definitions of Violations and Breach 

A violation of the CliniSync Policy Manual or Participant Agreement may be but is not limited to a 

HIPAA breach. This policy identifies sanctions for violation of the CliniSync Policy or Participant 

Agreement. 

2. Notification of Violations by the Partnership 

2.1 Notification of Violations  

The Partnership will investigate any suspected or actual policy violation.  This includes 

unpermitted access, use or disclosure of Data by the Partnership and its contractors and 

agents.  The Partnership will notify any Participating Organizations if their Data is affected 

as a result of any unpermitted access, use or disclosure of its Data of which the 

Partnership becomes aware. This is outlined in the Partnership’s HIPAA Policy and 

Procedure Manual.  

3. Notification of Violations committed by Participating Organizations  

3.1 Notification of Violations 

 Participating Organizations will notify The Ohio Health Information Partnership 

immediately if they become aware that they or any of their Authorized Users, 

contractors, or agents have accessed, used or disclosed Data for unpermitted purposes 

OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject:   Sanctions for Violation/Breach of Permitted Use 
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and will take immediate and appropriate actions to cease any unpermitted access, use 

or disclosure of Data and to mitigate any resulting harm. Such Participating 

Organizations and their Authorized Users will be subject to the sanctions described in 

this policy in section 4. 

In the event that the Partnership becomes aware, by whatever means, of improper 

access, use or disclosure of Data by a Participating Organization, the Partnership will 

notify the Site Administrator of the Participating Organization in accordance with the 

Partnership’s HIPAA Policies and Procedures, and will require the Participating 

Organization to take immediate and appropriate actions to cease any unpermitted 

access, use or disclosure of Data and to mitigate any resulting harm.  

4. Sanctions for Violations of CliniSync Policy Manual or Participant Agreement 

The Partnership will establish appropriate sanctions that will apply to Participating Organizations 

and their Authorized Users in the event of their unpermitted access, use or disclosure of Data, 

and will apply or require its Participating Organizations to apply such sanctions, which will 

include but not be limited to:  

a) Temporarily restricting an Authorized User's access to CliniSync; 

b) Requiring Authorized Users to undergo additional training in the use of CliniSync; 

c) Terminating the access of an Authorized User to CliniSync; 

d) Suspending access of any Participating Organization to CliniSync for up to 14 days to 

investigate any potential improper access, use or disclosure of Data, or other violation 

of CliniSync Policies and Procedures or the Participant Agreement.  

e) Temporarily restricting a Participating Organization’s access to CliniSync; 

f) Terminating a Participating Organization’s participation in CliniSync; or 

g) Such other remedies as CliniSync may reasonably deem necessary. 

 

5. Dispute Resolution 

Dispute resolution will follow the process identified in the contract signed by Participating 

Organizations.  
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L. Exchange of Restricted Health Information 

Purpose: 

The purpose of this policy is to describe the categories of restricted health information that have 

special protections per state or federal law and/or are subject to more stringent policies when 

exchanging through CliniSync.  Because restricted health information requires  express written 

consent for disclosure per state and federal law, such as drug and alcohol records protected 

under federal statute (e.g., 42 CFR PART 2 REGULATIONS) or is subject to other restrictions on 

disclosures, participants must be aware of the guidelines and limitations of use for both directed 

and query-based exchange through CliniSync.    

Background:  

Federal and state laws impose heightened restrictions on transferring certain records that 

disclose Protected Health Information that historically has been considered particularly private 

to a patient.  Depending on the law, CliniSync Participants may be required to obtain patient 

authorization for the exchange of information by requesting that the patient sign a written 

document that contains certain elements.    

While The Partnership wants to protect patients’ privacy, there is general consensus among 

Health Care Providers that exclusion of certain sensitive health information could be detrimental 

to a patient’s health and would preclude opportunities to improve outcomes as well as reduce 

costs.  To assist, The Partnership convened behavioral health and legal experts through its 

Behavioral Health Privacy Task Force to recommend policies to encourage Participants to comply 

with the granular patient consent requirements for restricted data exchange.   

In June 11, 2012, the Governor of Ohio signed into law the mid-biennium review (“MBR”) 

legislation, H.B. 487. Within the MBR is a new chapter of the Ohio Revised Code governing health 

information exchanges (“HIEs”) in Ohio. The purpose of the new law, as stated in Chapter 

3798.02 is: "to make the laws of this state governing the use and disclosure of protected health 

information by covered entities consistent with, but generally not more stringent than, the 

HIPAA privacy rule for the purpose of eliminating barriers to the adoption and use of electronic 

OHIO HEALTH INFORMATION PARTNERSHIP 
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health records and health information exchanges.” The new law requires the Ohio Department 

of Jobs and Family Services (“ODJFS”) to promulgate future related rules including “the content 

required of written notice to patients that PHI will be disclosed to an HIE” and “a standard 

patient authorization form permitting disclosure”.  CliniSync will monitor the future rules 

adopted by ODJFS to align this and other CliniSync policies accordingly.  

For a summary of how the law impacts CliniSync Participants, please see 

http://www.clinisync.org/public/images/stories/Summary_of_New_Law_on_Health_Information

_Exchanges.pdf  

Policy:  

1. Categories of Restricted Health information Subject To This Policy 

This policy applies to the exchange of records containing information pertaining to one of the 

following categories.  

1.1 Drug and Alcohol Information 

Federal law requires any disclosure of drug and alcohol information by a federally 

assisted program to be pursuant to patient authorization that meets certain 

requirements and also is accompanied by a written warning that prohibits re-disclosure 

of the information.    

LEGAL REFERENCE: 42 CFR Part 2 

1.1.1 IMPORTANT CLARIFICATIONS: 

Not all information about drug and alcohol abuse or treatment is subject to 

federal Part 2 regulations. The Substance Abuse and Mental Health Services 

Administration (“SAMHSA”) has published several documents to assist Health 

Care Providers in determining when Part 2 regulations apply as noted under item 

6 in Table 1 of this policy.      

 

1.2 Psychotherapy Notes 

Federal law restricts disclosure of psychotherapy notes recorded by a mental health 

provider documenting or analyzing the contents of a conversation during a private, group 

or family counseling session and that are separate from the rest of the patient’s medical 

record.    

LEGAL REFERENCE: 45 CFR 164.508(a)(2) 

http://www.clinisync.org/public/images/stories/Summary_of_New_Law_on_Health_Information_Exchanges.pdf
http://www.clinisync.org/public/images/stories/Summary_of_New_Law_on_Health_Information_Exchanges.pdf
http://www.ecfr.gov/cgi-bin/retrieveECFR?gp=1&SID=844a8f86db7d591a2155b0f7a1e62886&ty=HTML&h=L&n=42y1.0.1.1.2&r=PART
http://www.ecfr.gov/cgi-bin/retrieveECFR?gp=1&SID=4926a3788ea5b7a16ecc97ce05c74ceb&ty=HTML&h=L&r=SECTION&n=45y1.0.1.3.79.5.27.6
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1.2.1 IMPORTANT CLARIFICATIONS  

This category should not be confused with mental health records which are a part 

of the patient’s health record such as progress notes.  Psychotherapy notes are 

not a part of a patient’s health record.  An example of psychotherapy note are 

“process notes” that capture the therapist’s impressions about the patient and 

may contain details of  psychotherapy conversations considered inappropriate for 

the medical record. By definition, any of the following are also not considered 

psychotherapy notes:  medication prescription and monitoring, counseling 

session start and stop times, the modalities and frequencies of treatment 

furnished, results of clinical tests, and any summary of the following items -- 

diagnosis, functional status, the treatment plan, symptoms, prognosis, and 

progress to-date. 

1.3. Services for Which Unemancipated Minors Have a Right to Control Disclosure 

Under Ohio law, unemancipated minors under the age of 18 or those who are mentally 

or physically disabled and under 21 years of age may have the right to control disclosure 

of certain treatment information without the consent of their parent or legal guardian. 

LEGAL REFERENCE: 45 CFR 164.502(g)(3)  and ORC 3798.07  

1.3.1 Examples of services to which a minor may consent without parental consent  

Per state and federal law include: 

a) Test results for HIV or sexually transmitted diseases; 

b) The first six outpatient visits for mental health treatment; and 

c) Blood donations through a non-profit organization. 

Participants must ensure they have obtained the minor’s consent to share 

information for services to which the minor had the sole right to consent for 

treatment and disclosure.   

1.4 Services Paid in Full by Patient and Restricted From Disclosure to Health Plan/Payer 

Under the HITECH Act, patients may request a Participant to restrict the disclosure of 

information regarding a health care item or service paid out-of-pocket in full by the 

patient to an insurance company, group health plan or other third party payer.  

LEGAL REFERENCE: 42 USC 17935 

http://www.ecfr.gov/cgi-bin/retrieveECFR?gp=1&SID=f018cc32d57f2ee631e9395ff90675ee&ty=HTML&h=L&r=SECTION&n=45y1.0.1.3.79.5.27.3
http://codes.ohio.gov/orc/3798.07
http://www.gpo.gov/fdsys/pkg/USCODE-2010-title42/html/USCODE-2010-title42-chap156-subchapIII-partA-sec17935.htm
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1.4.1 IMPORTANT CLARIFICATIONS: 

If a patient requests a Participant to restrict disclosure to their insurance 

company, the Participant can still share the information via directed exchange 

with Health Care Providers for treatment purposes.  

1.5 Information Delivered to Ohio Department of Health for Public Health Reporting 

Purposes 

Information delivered to the Ohio Department of Health (“ODH”) for public health 

reporting purposes will be delivered through CliniSync using a separate dedicated 

interface to ODH.  

LEGAL REFERENCE: n/a 

1.5.1 IMPORTANT CLARIFICATIONS: 

Since ODH makes public health reports available through its systems, CliniSync 

does not intend to duplicate this data in a patient’s community health record at 

this time. Until further decisions are made and related agreements are in place, 

this information will not be accessible through the patient’s CliniSync community 

health record. Other pertinent legal references pertaining to these categories are 

included in Table 1 of this policy.  

NOTE: THIS POLICY AND ATTACHMENTS, INCLUDING TABLE 1, DO NOT 

CONSTITUTE LEGAL ADVICE. PARTICIPANTS ARE RESPONSIBLE FOR DETERMINING 

WHETHER/HOW THESE LAWS APPLY TO THEM.  ANY QUESTIONS THAT 

PARTICIPANTS MAY HAVE SHOULD BE DIRECTED TO THEIR LEGAL COUNSEL FOR 

FINAL DETERMINATION. 

2. General Participant Responsibility for Exchange of Restricted Health Information Exchange 

Any disclosure of restricted health information through CliniSync must be conducted in 

compliance with state or federal laws.  Per CliniSync’s Participant Agreement, compliance with 

state and federal laws for patient confidentiality, privacy, security and permitted and prohibited 

uses of data are the responsibility of the Participant.  

a) Participants must evaluate and apply CliniSync policy within the context of their 

organization’s environment and privacy policies.  There may be instances where an 

organization’s privacy policy is more restrictive (e.g., policies regarding information 

about VIPs).   
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b) Participants should be aware that clinical information accessible through CliniSync 

may not be complete if the sending Participant’s privacy policies, state or federal law 

preclude making the information available to other Participants.   

c) Any Participant that knowingly receives unauthorized restricted health information 

must follow CliniSync’s Violation/Breach of CliniSync Policies or Participant 

Agreement.  For these reasons, it is strongly recommended that this policy and any 

decisions made as to its use or applicability to your organization be shared with your 

organization’s Privacy Officer. 

3 .CliniSync Ambulatory Providers Responsibility for Directed Exchange of Restricted Health 

information 

Ambulatory providers within the CliniSync Community may be behavioral health agencies, 

primary care physicians, specialists, nurse practitioners, clinics, hospital outpatient clinics and 

any other health professional or entity that provides outpatient care.  For these providers, 

CliniSync offers a Direct Suite that allows providers to send and receive health information 

directly from another provider, often referred to as directed exchange.  

Except for psychotherapy notes, all restricted health information categories identified in this 

policy may be exchanged among Participants using CliniSync’s Direct Suite if the Participant has 

obtained the appropriate consent as described in Section 1 above.  CliniSync’s Direct Suite 

restricts Participants to directed, point-to-point exchange between known Participants.   

To facilitate compliance with state and federal laws that dictate more stringent patient consent 

and disclosure requirements, The Partnership strongly recommends the use of standard 

questions when exchanging information among Participants, who routinely treat minors over the 

age of 14 and/or information subject to Part 2 regulations (see Appendix A).    

The Partnership recommends that providers include the standard questions in the 

Participant’s referral template within the CliniSync Direct Suite Referral Module and/or 

manually included in a secure email between two parties (see Appendix A).  The standard 

questions indicate the level of granular patient consent required to be obtained to exchange 

restricted information. These questions also denote how a copy of that consent will be 

provided to the referred provider.  It is important to note the following: 

a) Participants are strongly encouraged to include CliniSync’s Exchange of Restricted 

Health Information Policy (L) as a standard reference document within the referral 

module.   
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b) Participants are strongly encouraged to establish the standard questions as 

“required”—  not “optional”—  if using the referral module. 

c) Participants may attach patient-specific documents containing restricted health 

information to the referral or secure email as long as the standard questions are 

completed.  

d) To minimize risk, The Partnership recommends that Participants choose the option to 

attach a copy of the signed and dated patient consent form when initiating a referral 

that may contain restricted information.   

 Per CliniSync’s Patient Consent Policy (D), CliniSync does not require use of a 

standard patient consent form or standard incorporated language for directed 

exchange.  Under HIPAA, Covered Entities are responsible for maintaining 

legally compliant patient consent forms.  

 Participants will most likely want to scan a copy of the signed patient consent 

form permitting disclosure to the referred Participant and attach it to the 

referral.  If Participant has the capability to obtain an electronic signature 

from the patient, it is recommended the Participant produce an image (PDF) 

version of the consent from their electronic health record system, save it to 

their computer and attach it to the referral. 

 For Participants interested in examples of patient consent forms, The Health 

Information Security and Privacy Collaboration (“HISPC”) Legal Work Group 

produced a two‐part model permission form that complies with State and 

federal requirements as of December 2007. The model permission form 

reconciles State and federal law into one for the use of treatment, payment 

and operations (“TPO”) and one for non-TPO purposes that complies with 

HIPAA authorization form requirements. The Privacy and Policy Committee 

updated the HISPC forms, which are reproduced in Appendix A of their 

recommendations available at 

http://www.clinisync.org/public/images/stories/Appendices_to_Research_an

d_Recommendations_on_Consent.pdf  

 The MBR legislation recently passed proposes future rules to be developed by 

the State of Ohio which may mandate a specific authorization form or 

language in the future.  It is the Participant’s responsibility to ensure the 

patient consent form complies with state and federal law. 

http://www.clinisync.org/public/images/stories/Appendices_to_Research_and_Recommendations_on_Consent.pdf
http://www.clinisync.org/public/images/stories/Appendices_to_Research_and_Recommendations_on_Consent.pdf
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e) It is acceptable for Participants to direct a referral to another CliniSync participating 

organization by name or individual name, as long as the patient has provided specific 

written consent to exchange information with that organization or individual. 

4. CliniSync Hospital and Commercial Lab Responsibility for Directed Exchange of Restricted Health 

Information 

Hospitals, commercial labs or other participants who provide lab results, transcribed reports, 

ADT and other clinical or administrative transactions for automated delivery through CliniSync to 

affiliated Health Care Providers are subject to requirements for handling restricted information 

that may be contained in these transactions.  Results and report delivery using the Direct Suite or 

more advanced Community Health Record query-based exchange require Participants to handle 

restricted records carefully.  

These Participants are referred to as “data contributors” and must either exclude, electronically 

tag or segregate data for restricted routing through CliniSync as noted in Appendix B.  Excluded, 

electronically tagged or segregated data will prevent the information from being accessible 

through a query of the patient’s community health record. 

Participants who are data contributors are solely responsible for excluding, electronically tagging 

or segregating restricted information to comply with the laws governing this information.  Since 

the method for electronically tagging restricted information may vary depending upon the 

capability of the Participant, the tagging method will be determined during the Participant’s 

implementation cycle.  If a Participant is unable to electronically tag restricted information, they 

must exclude it.  

a) An exception to this policy is automated delivery of information pertaining to services 

to which an unemancipated minor has the right to control disclosure without the 

consent of a parent or legal guardian. This information will not need to be excluded, 

electronically tagged or segregated for restricted routing through CliniSync.  Rather, 

patients over the age of 14 will be given the choice to explicitly opt-out of the HIE.  If 

the minor chooses to explicitly opt-out,  none of their data will not be available for 

query as described in  Patient Consent Policy (D)    

5. General Participant Limitations for Query-Based Exchange of Restricted Health Information 

Categories of restricted information identified in this policy will not be accessible for query 

through CliniSync once query-based exchange is available. This policy will be revisited when The 

Partnership knows more about pending system enhancements and further guidance from the 

Ohio Department of Job and Family Services regarding privacy provisions passed into law in June 

2012 (see Table 1, Reference 3).   
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Restricted information may be transmitted using the CliniSync system, but only as a directed 

exchange, and then only after appropriate consent is obtained to comply with state and federal 

law.  This does not preclude behavioral health participants or others from using query-based 

exchange once available to obtain other information about a patient they may be treating with 

their consent. 

6. Exchange of Restricted Information in a Medical Emergency 

Per Patient Consent Policy (D), Participants are not required to obtain patient consent to directly 

exchange records through CliniSync if, in the Health Care Provider’s professional judgment, a 

medical emergency condition exists and the information being exchanged is material to 

emergency treatment.  However, the following should be noted: 

 Participants subject to the Part 2 rules on Drug and Alcohol information should 

ensure that if Drug and Alcohol information is shared in a medical emergency, that 

the sending Participant follows the Part 2 guidelines on disclosures in medical 

emergencies.  Participants should refer to the Part 2 rules and guidelines to review 

the requirements; however, generally, Health Care Providers are required to 

document the name and affiliation of the medical personnel to whom the disclosure 

was made, the name of the individual making the disclosure, the date and time of the 

disclosure and the nature of the emergency. 

 Participants must also assert that they have documented a medical emergency exists 

when using the CliniSync Direct Suite Referral Module or via secure email messaging 

to send information.       

 Exchange of medical information in the advent of a medical emergency should be 

material to the treatment itself and should not be confused with the Health Care 

Provider’s duty to warn law enforcement of a potentially dangerous situation.  

Although both situations may co-occur, use of CliniSync to meet the duty to warn 

obligations by disclosing to law enforcement is not possible or permitted at this time 

as law enforcement agencies are generally not “covered entities” under HIPAA and 

only covered entities may be Participants.   

 As noted in Section 5 above (General Participant Limitations for Query-Based Exchange 

of Restricted Health Information), restricted information will not be available through 

query-based exchange including the option to “break the glass” in a medical 

emergency. Only non-restricted information is available to Health Care Providers who 

may “break the glass” in a medical emergency to query patient information if the 

patient has not explicitly “opted-out” of sharing their records through the HIE. 
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USE OF CLINISYNC DIRECT SUITE 
RECOMMENDATIONS FOR EXCHANGE OF RESTRICTED HEALTH INFORMATION 

For Participants Who Routinely Treat Minors > 14 and/or Exchange Information Subject to Part 2 
Regulations 
APPENDIX A 

CLINISYNC REFERRAL MODULE 

GENERAL INSTRUCTIONS AREA – REFERENCE DOCUMENTS 

Participants should attach the most current, available version of the CliniSync “Exchange of 

Restricted Health Information” Policy (L) under the General Instructions, Reference Documents 

Section of the CliniSync Referral Module.   

 RECOMMENDED QUESTIONS IN REFERRAL TEMPLATE 

It is recommended the following questions and related options be established as “required” in 

the CliniSync Referral  Module before initiating any referrals through the CliniSync Direct Suite. 

QUESTION # 1  

Per CliniSync Policy, please acknowledge the following as it pertains to this referral (check all that 

apply): (check box) 

 

 Information for Unemancipated Minor:   This referral may contain information 
pertaining to an unemancipated minor under the age of 18 or mentally or physically 
disabled and under the age of 21.  Per federal law, if an unemancipated minor is 
legally authorized by state law to consent to treatment without the consent of their 
parent or legal guardian, then the unemancipated minor controls whether 
information related to such treatment may be disclosed.  Thus, in some cases, both 
minor and parent/guardian consent is required to disclose information.  

 

 Drug and Alcohol Information: This referral may contain information protected by 
federal Part 2 confidentiality rules. The federal rules require that an authorization 
satisfying 42 CFR 2.31 be obtained prior to disclosure (except in limited situations).  
The federal rules prohibit you from making any further disclosure of this information 
unless further disclosure is expressly permitted by the written consent of the person 
to whom it pertains or as otherwise permitted by 42 CFR. Part 2. A general 
authorization for the release of medical or other information is NOT sufficient for this 
purpose. The federal rules restrict any use of information to criminally investigate or 
prosecute any alcohol or drug abuse client.  
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 No Restricted Health Information:  I have verified that this referral does not contain 
or attach restricted health information subject to restricted disclosure per state or 
federal law and/or identified by CliniSync Policy. 

 

QUESTION # 2 

Indicate the level and availability of the signed patient consent obtained for this referral: (drop 

down) 

 

 A copy of the consent form signed and dated by patient/parent/guardian that 
authorizes the release of information per state and federal law is attached.  

 A copy of the consent form signed and dated by patient/parent/guardian is on file in 
my office and can be provided if requested. 

 I have documented that a medical emergency exists authorizing release of this 
information without the patient’s written consent. 

 

CLINISYNC SECURE EMAIL MODULE 

Due to the ability to build in standard questions, Participants are encouraged to use the Referral 

Module to exchange restricted information.  As a second resort, Participants may use CliniSync’s 

Secure Email Module; however, Participants are strongly encouraged to include all standard 

questions and responses in the secure email message and/or related attachments. Participants 

may also use CliniSync’s Secure Email Module to send and receive information unrelated to a 

referral in accordance with this policy. 
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USE OF CLINISYNC RESULTS/REPORTS DELIVERY 
REQUIREMENTS FOR EXCHANGE OF RESTRICTED HEALTH INFORMATION 

APPENDIX B 

All of the information identified below will be not be accessible through a query of the patient’s 

community health record.  

RESTRICTED INFORMATION WHICH MUST BE EXCLUDED BY DATA CONTRIBUTOR 

- Psychotherapy notes protected by federal law (45 CFR 164.508(a)(2)) 

- Records related to drug and alcohol diagnosis or treatment related to a specialized 

drug and alcohol hospital unit, program or medical staff in a non-emergency case per 

federal law (42 CFR Part 2) 

RESTRICTED INFORMATION WHICH MUST BE ELECTRONICALLY TAGGED BY DATA 

CONTRIBUTOR  

 

- Records related to drug and alcohol diagnosis or treatment in a documented medical 

emergency  related to a specialized drug and alcohol hospital unit, program or 

medical staff per federal law (42 CFR Part 2) 

- Services For Which Patient Has Paid in Full and Has Requested Health Care Provider 
to Restrict Disclosure to Health Plan/Payer 

RESTRICTED INFORMATION WHICH MUST BE SEGREGATED BY DATA CONTRIBUTOR 

 

- At this time, CliniSync’s policy is to route all public health reporting to the Ohio 
Department of Health using a separate interface.   
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LEGAL SYNOPSIS OF RESTRICTED HEALTH INFORMATION LAWS 
APPENDIX C 

 
 

Ohio Health Information Partnership 
Behavioral Health Task Force 

January 31, 2012 
Updated Per New OHIO HIE Law on August 24, 2012 

 
Exchange of Specific Types of Information  

I. Disclosures 

Basic Rule.  A Health Care Provider may not release a patient’s medical records unless 
authorized by the patient or otherwise permitted by law. 

Ohio does not have detailed rules on when disclosures permitted by law and would be 
preempted by HIPAA if allowed disclosures more permissively than HIPAA. Thus, HIPAA 
rules will generally apply and dictate when disclosures permitted.  However, HIPAA is a 
floor and does not preempt Ohio laws or other federal laws that impose greater 
restrictions on disclosure of medical records.  There are several Ohio and federal laws 
that impose restrictions in certain situations or on certain information that may impact 
the ability of Health Care Provider to disclose to another Health Care Provider. 

II. Restrictions on Certain Types of Information 

A. Alcohol and Drug Information 

Basic Rule.  Records or information pertaining to the identity, diagnosis or 
treatment of any patient that are maintained in connection with the performance 
of any drug or alcohol treatment program shall be kept confidential. 

Consent to Disclosure. The contents of drug and alcohol abuse records may be 
disclosed if the patient gives consent in the form of a written release signed by 
the patient that describes with reasonable specificity the records or information 
to be disclosed, describes with reasonable specificity the purposes of the 
disclosure and the intended use of the disclosed information, and contains the 
following federal requirements:  

1. Name of the program making the disclosure; 

2. Name or title of the individual or the name of the organization to which 
the disclosure is to be made; 

3. Name of the patient; 

4. Purpose of the disclosure; 
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5. Type and amount of information to be disclosed; 

6. Original signature of the patient or person authorized to give consent; 

7. Date patient or other authorized person signed the form; 

8. Statement that the consent is subject to revocation at any time except to 
the extent the program or person who is to make the disclosure has 
already acted in reliance on it; and 

9. The date, event or condition upon which the consent will expire, unless 
revoked before that specified time. 

Treatment Disclosure.  In nearly all cases, Federal law permits disclosure for 
treatment purposes only with a signed consent by the patient as described above.  

Disclosure Language.  Each disclosure made with the patient's written consent 
must include the following written statement:  

"This information has been disclosed to you from records 
protected by federal confidentiality rules. The federal rules 
prohibit you from making any further disclosure of this information 
unless further disclosure is expressly permitted by the written 
consent of the person to whom it pertains or as otherwise 
permitted by 42 C.F.R. part 2. A general authorization for the 
release of medical or other information is not sufficient for this 
purpose. The federal rules restrict any use of information to 
criminally investigate or prosecute any alcohol or drug abuse 
client." 

Pre-emption by New Ohio HIE Law.  None – this is a Federal law and is not pre-

empted or affected by the new Ohio HIE law.   

B. HIV 

Basic Rule.  Health Care Providers shall not disclose or compel another to disclose 
the identity of any individual on whom an HIV test is performed, the results of an 
HIV test in a form that identifies the individual tested, or the identity of any 
individual diagnosed as having AIDS or an AIDS-related condition.  

Consent to Disclosure. The results of an HIV test or a diagnosis of AIDS or an AIDS-
related condition may be disclosed to a person to whom disclosure is authorized 
by written release, executed by the individual tested or by the individual’s legal 
guardian, and specifying to whom disclosure of the results or diagnosis is 
authorized and the time period during which the release is to be effective.  
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Treatment Disclosure.  The results of an HIV test or a diagnosis of AIDS or an AIDS-
related condition may be disclosed to: 

- The individual’s physician; or 

- A Health Care Provider, or an authorized agent or employee of a 
health care facility or a Health Care Provider, if the provider, agent, or 
employee has a medical need to know the information and is 
participating in the diagnosis, care or treatment of the individual on 
whom the test was performed or who has been diagnosed as having 
AIDS or and AIDS-related condition.  

Disclosure Language.  Any disclosure of such information shall be in writing and 
accompanied by a written statement that includes the following or substantially 
similar language:  

"This information has been disclosed to you from confidential 
records protected from disclosure by state law. You shall make no 
further disclosure of this information without the specific, written, 
and informed release of the individual to whom it pertains, or as 
otherwise permitted by state law. A general authorization for the 
release of medical or other information is not sufficient for the 
purpose of the release of HIV test results or diagnoses." 

Pre-emption by New Ohio HIE Law.  To the extent this law conflicts with the new 

Ohio HIE laws, it is pre-empted by the Ohio HIE laws.  For example, the written 

statement described above is not required if disclosure is made through an HIE in 

accordance with R.C. 3798.06. 

 

C. Mental Health Information 

Basic Rule.  All mental health certificates, applications, records and reports that 
directly or indirectly identify a patient or former patient or person who has been 
hospitalized as mentally ill shall be kept confidential and not disclosed by any 
person. 

Consent to Disclosure.  Mental health records may be disclosed if the person 
identified, or the person’s legal guardian, or if the person is a minor, the person’s 
parent or legal guardian, consents and if the disclosure is in the best interests of 
the person, as may be determined by the court for judicial records and by the 
chief clinical officer for medical records. The authorization for release of 
information shall include, but not be limited to, the following: 

1. The full name of the patient; 
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2. Date of birth of the patient; 

3. The specific information to be disclosed; 

4. The name of the person or entity disclosing the information; 

5. The name of the person or entity receiving the information; 

6. The date, event, or condition upon which the authorization shall expire, 
not to exceed six months from the date of its completion, unless 
documentation reflects that the patient agrees to a longer authorization 
period; 

7. A statement notifying the patient of his/her right to shorten or lengthen 
the authorization period, as well as his/her right to revoke the 
authorization at any time; and 

8. The dated signature of the patient or, as appropriate, a legally authorized 
agent and the agent's relationship to the patient. 

Treatment Disclosure.  Ohio law modified in 2009 with intent to permit disclosure 
for treatment purposes similar to HIPAA.  Hospitals, other institutions and 
facilities within the Department of Mental Health, and community mental health 
agencies may exchange psychiatric records and other pertinent information with 
other providers of treatment and health services to facilitate continuity of care for 
a patient. However, before records are disclosed pursuant to this provision, the 
custodian of the records is required to attempt to obtain the patient’s consent for 
the disclosure. 

Psychotherapy Notes.  Psychotherapy notes have special protections per federal 

law; however, this category should not be confused with mental health records 

that are a part of the patient’s health record such as progress notes.  

Psychotherapy notes are not a part of a patient’s health record.  An example of 

psychotherapy note are “process notes” that capture the therapist’s impressions 

about the patient and may contain details of  psychotherapy conversations 

considered inappropriate for the medical record. By definition, any of the 

following are also not considered psychotherapy notes:  medication prescription 

and monitoring, counseling session start and stop times, the modalities and 

frequencies of treatment furnished, results of clinical tests, and any summary of 

the following items -- diagnosis, functional status, the treatment plan, symptoms, 

prognosis, and progress to-date. 

Disclosure Language.  None for mental health records. 
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Pre-emption by new Ohio HIE law.  To the extent prior Ohio law pertaining to 

mental health records conflicts with the new Ohio HIE laws, it is pre-empted by 

the Ohio HIE laws.  For example, the requirement to attempt to get consent 

described above is not required if disclosure is made through an HIE in 

accordance with R.C. 3798.06.  The law which protects psychotherapy notes is a 

Federal law and is not pre-empted or affected by the new Ohio HIE law.   
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OTHER LEGAL REFERENCES PERTAINING TO RESTRICTED HEALTH INFORMATION EXCHANGE 
TABLE 1 

 

# Document Location Comment 

1 Privacy and Policy 

Committee’s Research, 

Recommendations and 

Policy for Patient 

Consent in Ohio  

http://www.clinisync.org/public/i

mages/stories/ohip/files/REVISED_

9.22.11_Privacy_and_Policy_Cons

ent_Research_and_Recommendat

ions.pdf  

http://www.clinisync.org/public/i

mages/stories/Appendices_to_Res

earch_and_Recommendations_on

_Consent.pdf  

This document contains 

the findings of The 

Partnership’s Privacy and 

Policy Committee 

regarding patient consent 

requirements in Ohio.  

Appendix C contains a full 

list of all applicable federal 

and state privacy laws. 

2 Ohio Revised Code 

Pertaining to Health 

Information Exchange 

ORC 3798.01-3798.16 

http://codes.ohio.gov/orc/3798  

Contains laws passed in 

June 2012 as a part of the 

State’s Mid-Biennium 

Review (MBR) to better 

align state law with HIPAA 

rules and to facilitate 

disclosures to/through 

HIEs.  

3 Ohio Revised Code 

Pertaining to Disclosure 

of Mental Health 

Information 

ORC 5122.31 

(http://codes.ohio.gov/orc/5122.3

1) 

Contains laws with specific 

requirements for 

authorization to disclose 

mental health information 

among providers 

4 Ohio Revised Code 

Pertaining to Disclosure 

of HIV/AIDs information 

ORC 3701.243 

(http://codes.ohio.gov/orc/3701.2

43) 

Contains laws that require 

special consent 

requirements and 

information regarding re-

disclosure when disclosing 

test results or diagnosis 

http://www.clinisync.org/public/images/stories/ohip/files/REVISED_9.22.11_Privacy_and_Policy_Consent_Research_and_Recommendations.pdf
http://www.clinisync.org/public/images/stories/ohip/files/REVISED_9.22.11_Privacy_and_Policy_Consent_Research_and_Recommendations.pdf
http://www.clinisync.org/public/images/stories/ohip/files/REVISED_9.22.11_Privacy_and_Policy_Consent_Research_and_Recommendations.pdf
http://www.clinisync.org/public/images/stories/ohip/files/REVISED_9.22.11_Privacy_and_Policy_Consent_Research_and_Recommendations.pdf
http://www.clinisync.org/public/images/stories/ohip/files/REVISED_9.22.11_Privacy_and_Policy_Consent_Research_and_Recommendations.pdf
http://www.clinisync.org/public/images/stories/Appendices_to_Research_and_Recommendations_on_Consent.pdf
http://www.clinisync.org/public/images/stories/Appendices_to_Research_and_Recommendations_on_Consent.pdf
http://www.clinisync.org/public/images/stories/Appendices_to_Research_and_Recommendations_on_Consent.pdf
http://www.clinisync.org/public/images/stories/Appendices_to_Research_and_Recommendations_on_Consent.pdf
http://codes.ohio.gov/orc/5122.31
http://codes.ohio.gov/orc/5122.31
http://codes.ohio.gov/orc/3701.243
http://codes.ohio.gov/orc/3701.243
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# Document Location Comment 

related to HIV/AIDs. 

5 Ohio Revised Code 

Pertaining to Consent by 

Minors 

-ORC 3709.241 

(Diagnosis/treatment of venereal 

disease) 

-ORC 3719.012 

(Diagnosis/treatment of condition 

caused by substance abuse) 

-ORC 3701.242(B) (HIV Testing) 

-ORC 2108.31 (Blood Donation) 

-ORC 5122.04 (Up to 6 outpatient 

visits for MH if minor is  14 or 

older) 

Numerous laws permit 

unemancipated minors to 

consent to treatment 

without parent/legal 

guardian.  In some cases, 

both minor and 

parent/guardian consent 

may be required.  HIPAA 

requires the 

unemancipated minor 

(not the parent/guardian) 

to authorize 

use/disclosure of 

information related to 

treatment for which the 

minor may legally give 

consent.  

6 Applying Substance 

Abuse Confidentiality 

Regulations to HIE and 

Related FAQs 

http://www.samhsa.gov/healthPri

vacy/docs/EHR-FAQs.pdf  

http://www.samhsa.gov/healthPri

vacy/docs/EHR-FAQs.pdf  

These documents clarify 

Substance Abuse and 

Mental Health Services 

Administration 

(SAMHSA)’s stance on the 

application of 42 CFR Part 

2 to HIEs. 

7 The Confidentiality of 

Alcohol and Drug Abuse 

Patient Records 

Regulation and the HIPAA 

Privacy Rule: Implications 

for Alcohol and 

Substance Abuse 

http://www.samhsa.gov/HealthPri

vacy/docs/SAMHSAPart2-

HIPAAComparison2004.pdf  

Clarifies alignment of 42 

CFR Part 2 with HIPAA 

Privacy Rule 

http://codes.ohio.gov/orc/3709.241
http://codes.ohio.gov/orc/3719.012
http://codes.ohio.gov/orc/3701.242
http://codes.ohio.gov/orc/2108.31
http://codes.ohio.gov/orc/5122.04
http://www.samhsa.gov/healthPrivacy/docs/EHR-FAQs.pdf
http://www.samhsa.gov/healthPrivacy/docs/EHR-FAQs.pdf
http://www.samhsa.gov/healthPrivacy/docs/EHR-FAQs.pdf
http://www.samhsa.gov/healthPrivacy/docs/EHR-FAQs.pdf
http://www.samhsa.gov/HealthPrivacy/docs/SAMHSAPart2-HIPAAComparison2004.pdf
http://www.samhsa.gov/HealthPrivacy/docs/SAMHSAPart2-HIPAAComparison2004.pdf
http://www.samhsa.gov/HealthPrivacy/docs/SAMHSAPart2-HIPAAComparison2004.pdf
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# Document Location Comment 

Programs 

8 Legal Synopsis of 

Restricted Health 

information Restrictions 

Appendix D This is an outline of state 

and federal law pertaining 

to the exchange of 

restricted health 

information provided by 

Bricker and Eckler to The 

Partnership’s Behavioral 

Health Privacy Task Force 

in January 2012. 
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M. Participant Obligations Under the Data Use and Reciprocal Support 

Agreement Policy 

 

Background:  

This policy outlines and explains the requirements of the Data Use and Reciprocal Support 

Agreement (DURSA) directly applicable to The Partnership and its Participating Organizations.  

The DURSA is a legal, multi-party trust agreement entered into by The Partnership with other 

entities, organizations and Federal agencies that desire to engage in electronic health 

information exchange with The Partnership and its Participating Organizations. The DURSA sets 

forth a set of national standards, services and policies developed in coordination with Office of 

the National Coordinator for Health IT in the U.S. Department of Health and Human Services.  

 

Policy:  

 

1. Definitions. 

For purposes of this policy, the following definitions shall apply.  These definitions are intended 

to be the same as those set forth in Section 1 of the DURSA, and the definitions in Section 1 of 

the DURSA shall control in the event any difference exists, including differences due to future 

revisions of the DURSA.  Further, any term used in this Policy that is not defined below but is 

defined in the DURSA shall have the meaning as provided in the DURSA. 

Applicable Law shall mean all applicable statutes and regulations of Ohio, as well as all applicable 

Federal statutes, regulations, standards and policy requirements. 

 

Authorization shall have the meaning and include the requirements set forth at 45 CFR § 164.508 

of the HIPAA Regulations and include any similar but additional requirements under Applicable 

Law. 

OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject: Participant Obligations Under the Data Use and Reciprocal Support Agreement 

Date of Board Approval:  October 25, 2013 

Applicable Services:  Directed and Query Based Exchange  
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Breach shall mean the unauthorized acquisition, access, disclosure, or use of Message Content 

while Transacting such Message Content pursuant to this Agreement. The term ‘‘Breach’’ does 

not include the following: 

1. any unintentional acquisition, access, disclosure, or use of Message Content by an 
employee or individual acting under the authority of a Participating Organization if: 
 

a. such acquisition, access, disclosure, or use was made in good faith and within the 
course and scope of the employment or other professional relationship of such 
employee or individual, respectively, with the Participating Organization; and 

b. such Message Content is not further acquired, accessed, disclosed or used by 
such employee or individual; or 

2. any acquisition, access, disclosure or use of information contained in or available through 
the Participating Organization’s system where such acquisition, access, disclosure or use 
was not directly related to Transacting Message Content. 
 

Health Care Operations shall have the meaning set forth at 45 C.F.R. § 164.501 of the HIPAA 

Regulations. 

Message shall mean an electronic transmission of Message Content Transacted between DURSA 

participants using the Specifications. Messages are intended to include all types of electronic 

transactions as specified in the Performance and Service Specifications, including the data or 

records transmitted with those transactions. 

Message Content shall mean that information contained within a Message or accompanying a 

Message using the Specifications. This information includes, but is not limited to, Protected 

Health Information (PHI), de-identified data (as defined in the HIPAA Regulations at 45 C.F.R. § 

164.514), individually identifiable information, pseudonymized data, metadata, digital 

credentials, and schema. 

Participating Organization shall have the same meaning as set forth in Policy A and shall mean for 

the purposes of this Policy “Participant User” as that term is defined in the DURSA.  That is, each 

Participating Organization is a “Participant User” for purposes of The Partnership’s compliance 

with the DURSA. 

 

Performance and Service Specifications shall mean the Validation Plan and the Specifications, as 

well as any implementation guidance, migration plans and other technical materials and 

resources approved by the DURSA Coordinating Committee. 

Permitted Purpose shall mean one of the following reasons for which Participating Organizations 

may legitimately Transact Message Content: 
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1. Treatment of the individual who is the subject of the Message. 
2. Payment activities of the Participating Organization for the individual who is the subject 

of the Message which includes, but is not limited to, Transacting Message Content in 
response to or to support a claim for reimbursement submitted by a Participating 
Organization to a Health Plan. 

3. Health Care Operations of either: 
a. the Submitter if the Submitter is a Covered Entity; 
b. a Covered Entity if the Submitter is Transacting Message Content on behalf of 

such Covered Entity; or 
c. the Recipient if (i) the Recipient is a health care provider who has an established 

Treatment relationship with the individual who is the subject of the Message or 
the Recipient is Transacting Message Content on behalf of such health care 
provider; and (ii) the purpose of the Transaction is for those Health Care 
Operations listed in paragraphs (1) or (2) of the definition of Health Care 
Operations in 45 C.F.R. § 164.501 or health care fraud and abuse detection or 
compliance of such health care provider. 

4. Public health activities and reporting as permitted by Applicable Law, including the HIPAA 
Regulations at 45 C.F.R. § 164.512(b) or 164.514(e). 

5. Any purpose to demonstrate meaningful use of certified electronic health record 
technology by the (i) Submitter, (ii) Recipient or (iii) Covered Entity on whose behalf the 
Submitter or the Recipient may properly Transact Message Content, provided that the 
purpose is not otherwise described in subsections 1-4 of this definition and the purpose 
is permitted by Applicable Law, including but not limited to the HIPAA regulations. 
“Meaningful use of certified electronic health record technology” shall have the meaning 
assigned to it in the regulations promulgated by the Department of Health and Human 
Services under the American Recovery and Reinvestment Act, Sections 4101 and 4102.  

6. Uses and disclosures pursuant to an Authorization provided by the individual who is the 
subject of the Message or such individual’s personal representative as described in 45 
C.F.R. § 164.502(g) of the HIPAA Regulations. 

 

Recipient shall mean the Participating Organization(s) that receives Message Content through a 

Message from a Submitter for a Permitted Purpose. For purposes of illustration only, Recipients 

include, but are not limited to, Participating Organizations who receive queries, responses, 

subscriptions, publications or unsolicited Messages. 

 

Specifications shall mean the specifications adopted by the DURSA Coordinating Committee to 

prescribe the data content, technical, and security requirements to enable the DURSA 

participants to Transact Message Content. Specifications may include, but are not limited to, 

specific network standards, services and policies. 
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Submitter shall mean the Participating Organization(s) who submits Message Content through a 

Message to a Recipient for a Permitted Purpose. For purposes of illustration only, Submitters 

include, but are not limited to, Participating Organizations who push Messages with Message 

Content, send Messages seeking Message Content, send Messages in response to a request, 

send subscription Messages, or publish Messages with Message Content in response to 

subscription Messages. 

Transact shall mean to send, request, receive, assert, respond to, submit, route, subscribe to, or 

publish Message Content using the Performance and Service Specifications. 

Treatment shall have the meaning set forth at 45 C.F.R. § 164.501 of the HIPAA Regulations. 

Validation Plan shall mean the framework for Testing and demonstrations for parties seeking to 

become DURSA participants. 

2. General Obligations. 

Each Participating Organization shall:  

a. Comply with all Applicable Law. 
b. Reasonably cooperate with The Partnership on issues related to the DURSA. 
c. Transact Message Content only for a Permitted Purpose. 
d. Use Message Content received from other Participating Organizations in accordance with 

the terms and conditions of the DURSA. 
e. As soon as reasonably practicable after determining that a Breach occurred, report such 

Breach to The Partnership in accordance with Policy K. Sanctions for Violation/Breach of 
Permitted Use. 

f. Refrain from disclosing to any other person any passwords or other security measures 
issued to the Participating Organization. 

 

3. Permitted Purpose. 

Participating Organizations shall only Transact Message Content for a Permitted Purpose as 

defined in this Policy. Each Participating Organization shall Transact Message Content only in 

accordance with the terms and conditions of this Policy, including without limitation those 

governing the use, confidentiality, privacy, and security of Message Content. Each Participating 

Organization shall discipline appropriately any of its Authorized Users who fail to act in 

accordance with the terms and conditions of this Policy relating to the privacy and security of 

Message Content.  Additional restrictions may apply on the permissible disclosures in other 

Policies and those restrictions must be met even if the disclosure would be allowed as a 

Permitted Purpose under this Policy. 
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4. Minimum Requirement for Participating Organizations that request Message Content for 

Treatment. 

All Participating Organizations that request Message Content for Treatment shall have a 

corresponding reciprocal duty to respond to Messages that request Message Content for 

Treatment. A Participating Organization shall fulfill its duty to respond by either (i) responding to 

the Message with the requested Message Content or (ii) responding with a standardized 

response that indicates the Message Content is not available or cannot be exchanged. All 

responses to Messages shall comply with the Performance and Service Specifications, the 

DURSA, and Applicable Law. Participating Organizations may Transact Message Content for a 

Permitted Purpose other than Treatment.  

Each Participating Organization that requests Message Content for Treatment shall Transact 

Message Content for Treatment in accordance with the Performance and Service Specifications 

and the DURSA. 

5. Specific Duties of a Participating Organization When Submitting a Message.  

Whenever a Participating Organization acts as a Submitter by submitting a Message to another 

DURSA participant, the Submitter shall be responsible for: 

a. Submitting each Message in compliance with Applicable Law and this Policy including, but 
not limited to, representing that the Message is: 

i. For a Permitted Purpose. 
ii. Submitted by a Submitter who has the requisite authority to make such a 

Submission. 
iii. Supported by appropriate legal authority for Transacting the Message Content 

including, but not limited to, any consent or Authorization, if required by 
Applicable Law. 

iv. Submitted to the intended Recipient. 
b. Representing that assertions or statements related to the submitted Message are true 

and accurate. 
c. Submitting a copy of the Authorization, if the Submitter is requesting Message Content 

from another DURSA participant based on a use or disclosure pursuant to an 
Authorization provided by the individual who is the subject of the Message or such 
individual’s personal representative as described in 45 C.F.R. § 164.502(g) of the HIPAA 
Regulations 
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OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject: HISP Provider Directory  

Date of OHIP Approval: 10/16/2014  

Applicable Services: Directed Exchange 

 
 

N. HISP Provider Directory 

Background: The Partnership serves as a Health Information Service Provider (“HISP”) providing 
direct messaging services to Participating Organizations.  Some Participating Organizations use 
third-party HISPs to provide such direct messaging services. This policy sets forth guidelines for 
the provisioning and exchange of direct addresses. 
 
Policy:  

I. PROVISIONING OF DIRECT ADRESSES 
 
a. HISPs provide recipient users with specific direct email addresses for each health care 

provider to use for direct messaging (a “Direct Address”). 
 

b. When providing services as a HISP, the Partnership creates Direct Addresses for the 
Participating Organizations’ health care providers. 
 

c. Participating Organizations using the Partnership as a HISP may only create Direct 
Addresses for health care providers of the Participating Organization or any of its 
affiliated entities listed in Exhibit B of the Participant Agreement.  
 

d. Direct Addresses provided by the Partnership may be exchanged by the Partnership with 
third party HISPs and other Participating Organizations. 
 

II. DIRECTORY EXCHANGE 
 
a. Directory Information. Directory Information means the information listed in Exhibit 1 to 

this policy for each Direct Address. 
 

b. Exchange of Directory Information. Subject to Sections II.c and II.d below, the 
Partnership and each Participating Organization shall provide to the other for inclusion 
and use in the healthcare provider directory of the other party the Directory Information 
relating to healthcare providers for whom they have provisioned Direct Addresses and 
Directory Information from third party HISPs who have authorized the exchange of such 
information by written agreement.  
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c. Permitted Uses; Ownership.  Each Party receiving Directory Information (the “Receiving 

Party”) provided by the other party (the “Disclosing Party”) may store and use, in 
perpetuity, such Directory Information solely to (i) support the clinical messaging and 
related services provided by the Receiving Party solely to those healthcare providers 
whose Direct messaging services are directly administered by the Receiving Party or its 
HISP, and (ii) permit third party HISPs to search the Directory Information by healthcare 
provider name (the “Search Capability”).  The Disclosing Party grants no license(s) to the 
Receiving Party with respect to the Disclosing Party’s Directory Information and the 
Disclosing Party shall retain full and exclusive right, title, and interest to such Directory 
Information.  
 

d. Prohibited Uses. The Receiving Party may not use the Disclosing Party’s Directory 
Information for any purpose not set forth in Section II. c without the express written 
permission of the Disclosing Party, including but not limited to: (i) providing to any third 
party HISP, or permitting a third party HISP to acquire or create, a copy of the Disclosing 
Party’s Directory Information or any portion thereof; (ii) otherwise selling, disclosing, or 
making available the Disclosing Party’s Directory Information to any third party; or (iii) for 
direct marketing, database marketing, telemarketing, marketing analysis, service bureau, 
or research purposes. 
 

e. Commercial Messaging Rules.   
1. General Limitation. In addition to the restrictions set forth above, neither Party may 

use the Directory Information in conjunction with any means, program, or device, or 
permit any other person to use the Directory Information in conjunction with any 
means, program, or device, including, but not limited to, advertising, instant 
messaging, and pop-up ads, to solicit business or to influence or attempt to influence 
for commercial purposes (through economic incentives or otherwise) any diagnostic 
or treatment-related decision of a health care provider.  The bona fide professional 
recommendation of a health care provider offered to another health care provider 
regarding the treatment or diagnosis of a shared patient is not intended to be 
prohibited by this provision; however, the Disclosing Party shall have sole discretion 
to determine the bona fide non-commercial and clinical nature of all messages. 

2. Exceptions to General Limitation.  Notwithstanding the above Section II.e.1, either 
Party may (and may permit authorized users to): (A) use the Directory Information to 
communicate information regarding a patient’s health care coverage, including 
patient lowest cost options, on/off tier, prior authorization, step therapy, coverage 
status, and co-pay information; and/or (B) deliver or have delivered to health care 
providers clinical alerts that are sourced from payers and/or are attributed to 
generally recognized and reputable sources providing clinical information, even if, in 
the event of either (A) or (B), such information influences the health care provider’s 
treatment decisions. 
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f. Format. The Parties shall exchange Directory Information in the implementation guide 
format attached in Exhibit 1 to this policy at a frequency agreed to by both parties. 
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Exhibit 1 

Directory Information 
 
 
 

Contract Field 

C HISP Provider Identifier (SPI). Only for records containing the Direct Address. 

R Direct Address (aka. Network Address) 

C NPI 

O Prefix Name 

R First Name 

O Middle Name 

R Last Name 

O Suffix Name 

O Specialty 

O Specialty Code 

O Organization Name / Location Name (Typically Clinic) 

R Address Line1  

C Address Line2 

R City 

R State 

 
 
C – Conditional (if known, please provide) 
R – Required 
O – Optional 
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O. Data Correction and Deletion Policy 

Background:  

The prevention of unauthorized changes or deletion of the Protected Health Information of 

Participating Organizations is a priority of the Partnership. Scenarios may arise that require data 

sent by a Participating Organization to CliniSync to be corrected or deleted.  The following policy 

will govern if and when this can occur.  

Policy:  

1. Correction of Data 

It is the preference of the Partnership to avoid the deletion of data and instead to correct data 

wherever possible.   

1.1 Circumstances that Qualify for Data Correction 

The following circumstances qualify as a reason for a Participating Organization to pursue 

the correction of data from the CliniSync HIE. 

a) Demographic information for a patient is incorrect within a result or report 

b) Clinical information for a patient is incorrect within a result or report 

c) Data that is Protected Health Information has been amended by a Participating 

Organization under the HIPAA Privacy Regulations 

1.2 Method of Data Correction 

If a Participating Organization chooses to correct data, the preferred method of 

correction is to send the correct data through the existing interface between the 

Participating Organization and CliniSync. The corrected data is appended to the 

individual’s patient record within the HIE, where a record will always exist of the original 

data but will not be viewable to a CliniSync user.  This process is managed by the 

Participating Organization.  The Partnership staff can and will offer assistance in this 

process if requested by the Participating Organization.   

2. Deletion of Data  

OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject: Data Deletion 

Date of Board Approval: June 12, 2015   

Applicable Services:  Directed and Query Based Exchange 
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Situations may arise that require the complete deletion of data or a set of data that was sent to 

the CliniSync HIE.  Data that has been accessed by any CliniSync user will not be eligible for data 

deletion and will instead need to be corrected as described in Section 1.2.  The reason for this is 

that if data has been viewed by a clinician during the treatment of a patient that data must be 

retained for future reference.  Furthermore, data will not be considered for deletion if it is 

possible for the Participating Organization to correct the data as described in Section 1.2.   

2.1 Circumstances that Qualify for Data Deletion 

Either of the following circumstances below qualify as reasons for a Participating 

Organization to pursue the deletion of data from the CliniSync HIE.   

a)  A Participating Organization leaves the CliniSync HIE.  This may take place if the 

Participating Organization goes out of business, the Participating Organization 

chooses to cease participation in CliniSync due to an inability to comply with 

CliniSync policies, or if the Participating Organization is purchased by another 

organization who does not wish to participate in the CliniSync HIE.   

b) A Participating Organization erroneously sends CliniSync incorrect Protected 

Health Information in Production and on investigation by CliniSync staff, no users 

have accessed the data and the contributing organization has no way to 

remediate the issue through existing interface workflows. 

2.2 Method of Data Deletion 

If one of the above qualifying circumstances exists, the following must occur prior to 

deletion of the Participating Organization’s data.  

a) The Participating Organization must contact the CliniSync Privacy or Security 

officer immediately.   

b) The Participating Organization must explain the situation that warrants the 

deletion of data from the CliniSync HIE in writing.  A record of this explanation will 

be maintained by CliniSync in accordance with HIPAA data retention compliance.  

c) The request will be reviewed by the CliniSync Privacy Officer, CliniSync Security 

Officer and Senior Management.   

d) If deletion is approved, the Participating Organization will work with Partnership 

staff and the Partnership’s technology vendor to delete the data.    

3. Records of Data Deletion 

If data is deleted permanently from the CliniSync HIE, there will be no auditable record that such 

data was ever sent to the HIE.  For this reason it is imperative that the deletion of the data is well 

documented. A Participating Organization must send the Partnership a copy of the incorrect data 

and the correct data along with a thorough explanation of the circumstance that led to the 
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decision to permanently delete the errant data prior to the actual deletion of data.  All 

documentation will be kept and stored by the Partnership in accordance with HIPAA data 

retention compliance. 
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P. Notification Services Policy 

Background:  

Providers of care and others with care responsibility are increasingly being held accountable for 

improved and timely post-discharge care coordination and reduced readmission rates.  To assist, 

CliniSync provides a Participating Organization a service to receive real time notifications of 

events such as hospital inpatient admission, an emergency room encounter or an outpatient 

encounter.  The hospital events that trigger the real-time electronic notifications can be 

technically described as Health Level Seven (HL7) Admission, Discharge and Transfer (ADT) 

messages from hospital information systems.  These alerts can be used to help better coordinate 

a patient’s care.  This policy provides data governance policies specific to CliniSync Notification 

Services. 

Definitions Specific to this Policy 

“Subscribing Participating Organization” shall mean an organization who has contracted with the 

Partnership for CliniSync Notification Services and has met all requirements as described in 

section 2 of this policy.  

“Notification Information” shall mean information available from CliniSync Notification Services 

as defined in section 1 of this policy. 

Policy:  

1. Information available from CliniSync Notification Services 

The only information available via CliniSync Notification Services is HL7 ADT information from 

hospitals who have an existing Participant Agreement with the Partnership.  This information is 

further limited as described in section1.1 and 1.2. 

1.1 The information available from CliniSync Notification Services is restricted to only the 

data listed in this section. No clinical patient information will be included as part of the 

CliniSync Notification Service.  

a) Patient Demographic Information 

OHIO HEALTH INFORMATION PARTNERSHIP 

CLINISYNC POLICY 

Subject: Notification Services Policy  

Date of Board Approval:  June 12, 2015 

Applicable Services:  Notification  
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b) Patient Status Information  

2. Requirements for Participating Organizations who subscribe to CliniSync Notification Services  

2.1 The Subscribing Participating Organization must sign a contract addendum to the 

CliniSync Participant Agreement to use the service. This contract includes a description of 

the permitted uses of the data delivered as part of CliniSync Notification Services and 

described in Section 1.1.  

2.2 The Subscribing Participating Organization must submit and maintain an active 

patient list for whom they want to receive notifications to the Partnership via an 

approved process prescribed by the Partnership.  The active patient list must only include 

“Active Patients” as described in section 3.1. 

3. Patient List Criteria  

Prior to receiving Notification Information from CliniSync participating hospitals, a Participating 

Organization must submit an active patient list to the Partnership.  This active patient list should 

only include “Active Patients” as defined in section 3.1.   The Participating Organization must 

regularly update their active patient list and notify the Partnership of changes to the active 

patient list via a process prescribed by the Partnership.  

3.1 Active Patient Criteria 

Patients included on the Participating Organization’s active patient panel must meet all 

following criteria.  

a) Patient has an existing treatment relationship with the Participating 
Organization.  

b) Patient has had a clinical encounter with the Participating Organization within 
the past 12 months.  

c) Patient has actively enrolled in a care management program that permits data 
sharing and has the ability to disenroll or otherwise opt out of the care 
management program. 

 
 


